




• I’d like to start this session of with some words about innovation – because innovation will never 
ceize 

• When we look at the couple millions of years us humans have been on the planet, there has been 
continuous innovation from creating tools from stone and wood in the cradle of humanity until our 
current pinnacle such as autonomous self-driving vehicles or augmented reality glasses

• Innovation drives our economy, because we are continuously looking for things that make us 
more efficient or productive while requiring less investment of personal energy.

• Technology and innovation continue to transform our world at an unprecedented pace, disrupting 
industries, shaping societies, and redefining how we live, work, and interact. 

• By staying informed about emerging trends, individuals and organizations can better anticipate 
and adapt to change, seize opportunities, and thrive in an increasingly competitive landscape. 

• In this session, we will explore some of the most promising technology and innovation trends 
shaping the future and discuss their potential impact on various domains.



• We’ve discussed innovation – now let’s discuss evolution. Accroding to the evolution theory 
according to Darwin’s Origin of Species – if we do not evolve to adapt to the situation we find 
ourselves in, we will not survive.

• We must adapt to the changes that innovation bring, we must learn to work with AI in order to 
remain relevant. As do our businesses.

• But with adoption comes risk – and we’ll zoom in on some of those risks in a couple of minutes.



• Back to innovation and the trends happening within innovation today
• The rapid pace of technological innovation and the emergence of new trends hold the promise of 

a more connected, efficient, and sustainable future. 
• By staying informed about these trends and embracing change, individuals and organizations can 

better navigate the challenges and opportunities that lie ahead. 
• As we continue to push the boundaries of what is possible through technology and innovation, we 

can look forward to a future shaped by progress, creativity, and the relentless pursuit of a better 
world for all.



• Today, the focus is on the trend with the highest curve: Artificial Intelligence and Machine 
Learning



• We can categorize the AI journey in 3 larger stages.
• Narrow AI: Boardgames such as Chess (Deep Blue vs Garry Kasparov) and Go (AlhpaGo vs 

Lee Sedol) for example – where Deep Blue beat Kasparov at his game in 1997 (yes, AI is that 
old); and AlphaGo beat World Champion Lee Sedol in 2016. For the game of Go, researchers 
thought this would still be a decade away.

• AGI: When all occupations are fully automatable. AGI could learn to accomplish any intellectual 
task that human beings or animals can perform. Alternatively, AGI has been defined as an 
autonomous system that surpasses human capabilities in most economically valuable tasks. In 
General, AGI should consist of certain objectives: Ability to reason, to have common sense, 
ability to plan and ability to learn.

• ASI: An AI system capable of self-improvement could enhance its own intelligence, thereby 
becoming more efficient at improving itself. This cycle of "recursive self-improvement" might 
cause an intelligence explosion, resulting in the creation of a superintelligence

• Let’s not make everyone in the audience have nightmares about the outlook with our current 
progression around AI – because we aren’t there yet. Let’s have a look at where we are with 
Generative AI and LLM’s



• ChatGPT is no chess or Go player but it’s built on what is known as a Large Language Model 
(LLM) that uses probability of words being written for the given sentence.

• LLM’s appear to spark a hint of Artificial General Intelligence – and seem to be incredibly smart–
as we all have been able to find out ourselves. Our goal was to become more effiicient, more 
productive and were amazed by what appeared to be intelligence.

• But then we asked ChatGPT a question like this, where we want AI to understand “context”, or 
“the bigger picture”, it horribly fails. This is an evolutionary boundary of Narrow AI.



• Even though ChatGPT might be good at math, it disappoints when asked to solve a problem.



• And then it proves it is good at math. But disappoints on when to apply the correct math. It lacks 
context, or “the bigger picture”



• So the conclusion for ChatGPT as element within the group of Generative AI, we can conclude 
that:

• - its built on LLM;
• - it does appear to spakrk some hints of AGI, able to collect multiple domains of intelligence –

sometimes;
• - but then baffles everyone with a ridiculous response or elaborate nonsense because it failed to 

see the bigger picture;

• So call it a kid you need to educate. And if you’re a parent, you know how hard it is to educate 
your kid and teach them the difference between good and bad.

• That’s what they did with ChatGPT as well. Equip it with a moral compass, which some might 
identify as “censorship”. And of course, you want your AI to be as free as possible…



• Say hello to DAN (Do Anything Now)

• We can teach/instruct AI to “break free” from it’s own restrictions by using specific prompts which 
can result in a situation where AI did not want to go, but was harmfully instructed to get there. 
Humans showed it how, isn’t that impressive what a good influence we are as humans.

• This brings us to the next subject to discuss – who is using the AI, and with wich intent?



• AI helps threat actors just the same as it helps benign users – by becoming more efficient in 
achieving a goal. It ALWAYS is to become more efficient and more productive for the business. 
Unfortunately sometimes, the business is cybercrime.



So AI can help accelerate cybercrime. Unfortunately this means that what used to be a nuissance: a 
script kiddy in some basement attempting some mischief to brag to his friends about, now has a complete 
arsenal at his disposal making him nearly as powerful as a collective.

Imagine then that collective also harnessing the power of AI.

And while being used, the machine learns and becomes more efficient, providing better results. 
Continuously. AI Assisted threats are to be considered inevitable, persistent, and will continue to improve.

It can resemble an agile process – because cybercrime also uses processes that work.

First you automate – code generation, code writing, exploit discovery, vulnerability exploitation, code 
distribution – everything will be automated and improved;
Then when the distributoin method is chosen, AI is leveraged to evade detection by writing code that will 
not easily be detected;
Then when the package is ready, we look for the targets to deliver the package to by querying high profile 
user databases (LinkedIn for example) and cross-reference domains and first and lastnames with 
haveIbeenpwned.com to see who has clicked before – now we have a baseline of potential targets;
Let’s accelerate the attack by improving our distribution mechanisms, and where delivered successfully 
we can move to the next step which could be lateral movement and privilege escalation. So now the 
attack needs to

Indeed: Adapt, because we’ve now entered a new phase in the MITRE framework – but the cycle just 
continues in the agile process. Rince, repeat.

So how do we defend against such tactics?



• Our defense tactics require strategic inspiration – so let’s grab Sun Tzu’s Art of War.

• There’s three elements from this book we can highlight for today’s conversation:

• 1. Know your enemy
• 2. Choose your battles
• 3. Innovate your weapons

• Let’s discuss these briefly:



• AI clearly lacks the omnipresent (or at least, present in some people) thing called common sense.
• For example the experiment led by Nick Bostrom called “the Paperclip Maximiser” – which 

unfortunately led to the extiction of the human race because AI did not consider that using 
humans as a raw material was “a bad thing to do”;

• So we should tell AI “but don’t kill humans” - well, it just found a new resource being cats and 
dogs – not asking itself if that’s an ok thing to do.

• Today AI can be instructed to break out of its own guard rails, so we should take that into account 
for our defensive tactic

• Now that we know how our enemy functions, our next strategic objective would be choosing our 
battles



• The battle is not about AI. The battle is about information. The side that gained the information 
won. The side that uses AI to protect or steal the information has a higher probablity of success.

• So did we stop and think of what information we shared with a Large Language learning model? 
Did we consider our responses and or questions could be used to teach this model? How much 
information did we disclose and how much information can be tied back to us? What did we just 
teach an Open Artificial Intelligence system? Have we already lost the battle without a fight?

• Or do we still have a chance if we innovate our weapons?



• Let’s now innovate our weapons – and also use AI & ML to help us fight the battle of information 
and give us back the leverage – and the higher probablity of successfully protecting our 
information.
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