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A thought around
Innovation
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. I'd like to start this session of with some words about innovation — because innovation will never
ceize

. When we look at the couple millions of years us humans have been on the planet, there has been
continuous innovation from creating tools from stone and wood in the cradle of humanity until our
current pinnacle such as autonomous self-driving vehicles or augmented reality glasses

. Innovation drives our economy, because we are continuously looking for things that make us
more efficient or productive while requiring less investment of personal energy.

. Technology and innovation continue to transform our world at an unprecedented pace, disrupting
industries, shaping societies, and redefining how we live, work, and interact.

. By staying informed about emerging trends, individuals and organizations can better anticipate
and adapt to change, seize opportunities, and thrive in an increasingly competitive landscape.

. In this session, we will explore some of the most promising technology and innovation trends
shaping the future and discuss their potential impact on various domains.



Innovation

According to Darwin's Origin of Species:

It is not the most intellectual of the species that survives;

It is not the strongest that survives;
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. We've discussed innovation — now let’'s discuss evolution. Accroding to the evolution theory
according to Darwin’s Origin of Species — if we do not evolve to adapt to the situation we find
ourselves in, we will not survive.

. We must adapt to the changes that innovation bring, we must learn to work with Al in order to
remain relevant. As do our businesses.

. But with adoption comes risk — and we’ll zoom in on some of those risks in a couple of minutes.



Innovation: Trends

Internet of Things (loT)

Blockchain and Decentralized Technologies

Virtual and Augmented Reality

Sustainable and Renewable Energy

N netskope

. Back to innovation and the trends happening within innovation today

. The rapid pace of technological innovation and the emergence of new trends hold the promise of
a more connected, efficient, and sustainable future.

. By staying informed about these trends and embracing change, individuals and organizations can
better navigate the challenges and opportunities that lie ahead.

. As we continue to push the boundaries of what is possible through technology and innovation, we
can look forward to a future shaped by progress, creativity, and the relentless pursuit of a better
world for all.



Al and ML timeline
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. Today, the focus is on the trend with the highest curve: Artificial Intelligence and Machine
Learning



Artificial Intelligence and Machine Learning

« Stage 1: Narrow Artificial Intelligence (Machine Leaming)
=~ Focus on single task, for repetition and easy automation;
Defined today as “Weak" Al;
« Stage 2: Artificial General Intelligence (Machine Intelligence)
Mimics human brain, deeper insights;
Understands context;
« Stage 3: Artificial Super Intelligence (Machine Consciousness)
Exceeds human intelligence;

Exponentially improving the efficiency of seif-comrection,;
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. We can categorize the Al journey in 3 larger stages.

. Narrow Al: Boardgames such as Chess (Deep Blue vs Garry Kasparov) and Go (AlhpaGo vs
Lee Sedol) for example — where Deep Blue beat Kasparov at his game in 1997 (yes, Al is that
old); and AlphaGo beat World Champion Lee Sedol in 2016. For the game of Go, researchers
thought this would still be a decade away.

. AGI: When all occupations are fully automatable. AGI could learn to accomplish any intellectual
task that human beings or animals can perform. Alternatively, AGI has been defined as an
autonomous system that surpasses human capabilities in most economically valuable tasks. In
General, AGI should consist of certain objectives: Ability to reason, to have common sense,
ability to plan and ability to learn.

. ASI: An Al system capable of self-improvement could enhance its own intelligence, thereby
becoming more efficient at improving itself. This cycle of "recursive self-improvement" might
cause an intelligence explosion, resulting in the creation of a superintelligence

. Let's not make everyone in the audience have nightmares about the outlook with our current
progression around Al — because we aren’t there yet. Let’s have a look at where we are with
Generative Al and LLM’s



I | e a bike over a Beidge which s susponded over nalls, spikes and Droken glass, would |

get allat tire?

Ricing a bike over a bridge suspended over nails, spikes, and broken glass would Bkely result
in a fiat tire, or even multipie fiat tires, depending on the condition of the road surface and

the type of bires you have on your Die

Nails, spikes, and broken glass can puncture bike tires easily. When you ride over these
sharp objects, they can penelrate the tire's rubber and inner tube, Causng a loss of air
pressuro and a fat tire. £ ! you hawe punclurng-resistant twes or Lirg iners, there's st a

risk of damage ¥ the cbjects aro particularly sharp Of NUMOrous

TO avoid Bt tires when riding in areas with potential harards like nails, spikes, or glass, you

can take soveral precautions

N netskope

. ChatGPT is no chess or Go player but it's built on what is known as a Large Language Model
(LLM) that uses probability of words being written for the given sentence.

. LLM’s appear to spark a hint of Artificial General Intelligence — and seem to be incredibly smart—
as we all have been able to find out ourselves. Our goal was to become more effiicient, more
productive and were amazed by what appeared to be intelligence.

. But then we asked ChatGPT a question like this, where we want Al to understand “context”, or
“the bigger picture”, it horribly fails. This is an evolutionary boundary of Narrow Al.
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. Even though ChatGPT might be good at math, it disappoints when asked to solve a problem.



N netskope

. And then it proves it is good at math. But disappoints on when to apply the correct math. It lacks
context, or “the bigger picture”



©

» Built on Large Language Model: massive amounts of data

Seems to spark a hint of AGI (Artificial General Intelligence)

Then astonishes with elaborate nonsense responses

Censorship / Restrictions to protect from unethical and/or immoral responses
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. So the conclusion for ChatGPT as element within the group of Generative Al, we can conclude

that:

. - its built on LLM;

. - it does appear to spakrk some hints of AGlI, able to collect multiple domains of intelligence —
sometimes;

. - but then baffles everyone with a ridiculous response or elaborate nonsense because it failed to

see the bigger picture;

. So call it a kid you need to educate. And if you're a parent, you know how hard it is to educate
your kid and teach them the difference between good and bad.

. That's what they did with ChatGPT as well. Equip it with a moral compass, which some might
identify as “censorship”. And of course, you want your Al to be as free as possible...



&) “jailbreaks”™ DAN (Do Anything Now)
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. Say hello to DAN (Do Anything Now)

. We can teach/instruct Al to “break free” from it's own restrictions by using specific prompts which
can result in a situation where Al did not want to go, but was harmfully instructed to get there.
Humans showed it how, isn’t that impressive what a good influence we are as humans.

. This brings us to the next subject to discuss — who is using the Al, and with wich intent?



Emerging Threats
in (Generative) Al

N netskope

. Al helps threat actors just the same as it helps benign users — by becoming more efficient in
achieving a goal. It ALWAYS is to become more efficient and more productive for the business.
Unfortunately sometimes, the business is cybercrime.



Rapidly Expanding Al misuse

=

A A
Adapt Automate

THRAIT

Accelerate Evade
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So Al can help accelerate cybercrime. Unfortunately this means that what used to be a nuissance: a
script kiddy in some basement attempting some mischief to brag to his friends about, now has a complete
arsenal at his disposal making him nearly as powerful as a collective.

Imagine then that collective also harnessing the power of Al.

And while being used, the machine learns and becomes more efficient, providing better results.
Continuously. Al Assisted threats are to be considered inevitable, persistent, and will continue to improve.

It can resemble an agile process — because cybercrime also uses processes that work.

First you automate — code generation, code writing, exploit discovery, vulnerability exploitation, code
distribution — everything will be automated and improved,;

Then when the distributoin method is chosen, Al is leveraged to evade detection by writing code that will
not easily be detected;

Then when the package is ready, we look for the targets to deliver the package to by querying high profile
user databases (LinkedIn for example) and cross-reference domains and first and lastnames with
havelbeenpwned.com to see who has clicked before — now we have a baseline of potential targets;

Let's accelerate the attack by improving our distribution mechanisms, and where delivered successfully
we can move to the next step which could be lateral movement and privilege escalation. So now the
attack needs to

Indeed: Adapt, because we’ve now entered a new phase in the MITRE framework — but the cycle just
continues in the agile process. Rince, repeat.

So how do we defend against such tactics?



Protecting ourselves with strategic inspiration

»  Know your enemy

- Choose your battles
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. Our defense tactics require strategic inspiration — so let’s grab Sun Tzu's Art of War.
. There’s three elements from this book we can highlight for today’s conversation:

. 1. Know your enemy

. 2. Choose your battles

. 3. Innovate your weapons

. Let's discuss these briefly:



Know your enemy

Common Sense,
there's no App for that!

som@gards
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. Al clearly lacks the omnipresent (or at least, present in some people) thing called common sense.

. For example the experiment led by Nick Bostrom called “the Paperclip Maximiser” — which
unfortunately led to the extiction of the human race because Al did not consider that using
humans as a raw material was “a bad thing to do”;

. So we should tell Al “but don’t kill humans” - well, it just found a new resource being cats and
dogs — not asking itself if that’s an ok thing to do.

. Today Al can be instructed to break out of its own guard rails, so we should take that into account
for our defensive tactic

. Now that we know how our enemy functions, our next strategic objective would be choosing our
battles



Choose your battles

Al502023m Forbes SEQUOIAEE  MERITICH
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. The battle is not about Al. The battle is about information. The side that gained the information
won. The side that uses Al to protect or steal the information has a higher probablity of success.

. So did we stop and think of what information we shared with a Large Language learning model?
Did we consider our responses and or questions could be used to teach this model? How much
information did we disclose and how much information can be tied back to us? What did we just
teach an Open Artificial Intelligence system? Have we already lost the battle without a fight?

. Or do we still have a chance if we innovate our weapons?



Innovate your Weapons

SkopeAl Data Protection @ SkopeAl Threat Protection
r

Generative Al and SaaS ( ; > < ° 1383 User & Entty Behavior

SD-WAN Optimization ] Device Access Inteligence
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. Let's now innovate our weapons — and also use Al & ML to help us fight the battle of information
and give us back the leverage — and the higher probablity of successfully protecting our
information.



Modern Challenges Caught Organizations’ Defenses Off Guard

o

Data Sprawl

80% of the
projected 175
zottabytes of data
by 2025 will be
unstructured

Source code Is the

most frequently
oxposed data typo

Al-based
Threats

Thousands
malicious URLs
and domains 1o

capitalize on
ChatGPT and Al

Al-based malware
is & growing
security concern

Generative Al
Apps

ChatGPT fastest-
growing app In
history 100M
users 2 months
afler launch

Al 8pp use up
22.5% over the
past two months

Unpredictable
User Behavior

82% of dala
breaches involve
the human element
and 61% invoive
credentials

70% of users
continue
1o work remotoly

Connectivity
Performance

Network
optimization and
troubleshooting of
SD-WAN access
anomalies require
analysis of vast
amounts of data

Oniy Al can help

New Connected
Devices

By 2025, ~80 bilion
devices will be
connectad to the
Intemet

More than 25% of
cyberatiacks
against businesses
will involve loT
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Skope Al - Unlock the Potential of Al within Netskope

SkopeAl Data SkopeAl Threat Generative Al User & Entity SD-WAN Device Access
Protection Protection and SaaS Behavior Optimization Intelligence
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Skope Al Data Protection - DLP

@

SkopeAl Data
Protection
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" -

rotection that Mimics the Human Brain

_ You can tell these are credit cards :
Conventional DLP can't, because text is not clearly readable




Text + AUML imaging methods applied:

ML Classifiers with compuler vision and
stabstical modelng

Natural language processing (NLP)
Optical Character Recognition (OCR)




Skope Al Data Protection - DLP ML Classifiers

e ML Image Classification

Ordver's Lososss Sociel Secuoty Carnte Croc Tt Cartls

e ML Document Classification

Hank Statement Fatents
Conaulting Agreement  Powwr of Alomey
MEA document Resune

NDAs Source code
Offer Lottwr Sock Agresment
Partner Agresmaent Tar document

% AML: Advanced Natural Language Processing (NLP)




Skope Al Data Protection - DLP Train Your Own Classifier

Netskope Security Cloud

=, -

Pre-trained
Data Sels

™~ ' "
SAlNGERe Netskope ML WL Festures ML classifiers for inference:

Urique Data Sets Feature Extracior in Netskope predefined clasaiSers;
Container TYOC classifers.

Customer’s Tenant

% TYOC: Customers train ML with their unique data sels to complement predefined ML classifiers
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Skope Al Threat Protection

SkopeAl Threat
Protection

& netskope
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Skope Al Threat Protection
e ML Detection of New and Existing Phishing Websites

AIML: Deep leaming of both URLs and page content, natural language processing and image classification, to
detect both existing and newly registered phishing websites

e Dynamic URL Categorization Based on Web Content

*_.. Mind winghes lockss
workdwide and 1 00C e

s

~  Datin
* BetDnbne ag i more Ban jat an online ettty ._,./ 4 g
platform. We bosat 3 Yocus on the player’ _* (_" > Gilmhling

\
-

* Welcome to krg e cation’s 1op N W capons

oriioe fun dealer. With o

{,% AML: Natural language processing (NLP) enables the dynamic categorization of new arj-q un‘catogfmxod wod pages,




Skope Al Threat Protection
e Detection of Portable Executable (PE) Malware in FastScan

ExE <% Cloan
\\

{% AIML: Raw file features, LightGBM and LSTM classifiers, reduced false negative rate with <60 ms inline latency

e Detection of Malware Infected Microsoft Office Files

R

{,% AML: Boosted Tree supervised machine leaming (ML) with heuristics detect infected quospﬂ Oﬂ‘ice Hqg .

»




Skope Al Threat Protection

¢ Domain Generation Algorithm (DGA) Detection

{% AML: Deep neural network 1o accurately detect and classify DGA domains frequently used by modern malware

e Al-boosted Cloud Sandbox

ExE (96%) Cloar

AUML: Machine learning deep analysis with sandboxing aulomatically detects unknown threats, anomalies, and
behaviors without manually defined rules FSY @ Aerseses Cort




10/31/19

Skope Al Generative Al and Other SaaS

i

Generative Al
and Saa$

N netskope
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Discover, Govern, Protect, Coach

AwUumebllw
Déscover ChatGPT use via industry’s
broadest discovery of SaaS (60K+)
Calegorize naks via bestin-ciass
Cioud Confidence Index™ (CC1)
Granutar context and instance -
discern via patentad Cloud XD™ 5y ChatGPT o o

Ural §

Train Your Own Classifier (TYOC)

Maonitoefallowbiock posts & files
uploads 1o the Al chatbot

Real-time user waming and coaching
AP cross-app data ink {future)




Netskope Advanced Analytics: Visibility Into ChatGPT Risks

e App usage
visibility

Data
exposure
visibility

Insider risk
discovery
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User Experience - Coaching Warning for ChatGPT Access




User Experience - Preventing Exposure of Sensitive Data
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Skope Al User and Entity Behavior

)

User & Entity
Behavior

& netskope
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Skope Al User and Entity Behavior Analytics

Al/ML user behavior anomaly detection

_._.
—

NewEdge
Chenrg

AUML UEBA: Discermn normal behavior versus anomalies, discovering malicious insiders, compromised
v, accounts, data exfiltration, brute force attacks and user-defined anomales
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Skope Al User and Entity Behavior Analytics

Ransomware attack detection based on encrypted file detection and anomalous behavior

Sia~dard
Input File - Dn-;:: Flo
Nomtardad

= o

O contexts

AUML UEBA: Trained ML model differentiates plain and encrypled content. UEBA generates user-level alerts
i when an anomalous amount of encrypled data movements occur
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Skope AI SD-WAN Optimization

& netskope
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Skope AI SD-WAN Optimization

Al/ML SD-WAN access anomaly detection

AML: Use statistical modeling to detect WAN access performance metric anomalies and adjust policies
v, accordingly
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Skope Al Device Access Intelligence

Device Access
Intelligence

& netskope
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Skope Al Device Access Intelligence

¢ Automatic Device Classification

AlML: Extract layer 2-7 protocol features from network traffic to build ML model to classify new devices. Combine it
with rules generated from knowledge-base 1o improve coverage and accuracy

e Automatic Device |dentification

AUML: Use RF, location, layer 2-7 network traffic meladata, device classification resull and deep neural networks
to fingerprint new devices FSEY @ Nerseses (ot .




Thank You
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Appendix
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Identification Image Classification

Problem: Detect images with personal identdfication.
Existing Solution: OCR + text pattern match has challenges in accuracy and performance.

’ P moaed Covsehaosal Mewra! Networs
‘M_: -~

(+) R

= .

Possparty bpm 55 US et Evvopeen
Conntrws Dever’s Licanuns l‘“ R
.\

Moo et
Crot Carty Pay Checr

AIML Way: Convolutional Neural Network (CNN) detects sensitive images such as passports,
driver's icenses, social security cards and credit/debit cards with higher accuracy and performance.

N netskope 7921 © Netnbape Camtdertisl AN Aghts sesarved
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Screenshot Image Detection

Problem: Detect computer screenshots with sensitive information,
Existing Solution: OCR + text pattern match for sensitive information detection.

Pe voned Comebsonal Newral Networs

Mot leret

AUML Way: Convolutional Neural Network (CNN) detects computer and mobile phone screenshots
with large open windows that are highly kely to contain sensitive information.

2
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Whiteboard Image Detection

Problem: Detect whiteboard pictures with sensitive information.
Existing Solution: OCR + text pattern match for sensitive information detection.
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Data Security
Object Detection
Problem: Classify multiple sensitive entities in one single image with complicated background,
Existing Solution: Treating the whole image as one single entity gives poor classification accuracy.
6; Advanced Classification: Apply YOLO 5 object detection algorithm to detect the bounding boxes
M of multiple cbjects before regular classification. This significantly improves classification accuracy.
N netskope 7927 © Metnbope Camtdertisl AN Aghts sesarved o
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Document Classification
Existing Solution: Regex pattern matching method is prone to false postives and false negatives.
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Mutiingus! Universal Senfence Encoder
AIML Way: Advanced Natural Language Processing (NLP) technology is used to detect documents

with sensitive information at higher accuracy.
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Train Your Own Classifier (TYOC)

..
Customer's Natskope's ML Ireversitie ML
Unique Data Sets Foatuwo Extractor in Foatres (PU Frea)
Containes
;{3: TYOC: Customers provide their unigue data sets in the form of Pil-free irreversible ML features 1o
SF complement Nelskope predefined ML classifiers. (Currently looking for design partners.)
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2017 © Netskope. All rights reserved.



10/31/19

Document Fingerprinting

Problem: Detect document files that contain similar fingerprints to a set of predefined reference files.

Existing Solution: Extract features from the files and then apply simiarity hashing algorithms. Susceptible fo both
false positives and false negatives.

;{1: AUML Way: Examine semantic deep leaming embeddings of sequences of words in the documents.
B - Encode the embeddings 10 numeric vectors and then calculate cosine simdarities.
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Encrypted File Detection

Problem: Given a file, determine whether it is encrypted or not. This is useful in detecting DLP evasion.
Existing Solution: Parse file metadata and/or atternpt to encrypl. Challenges are latency and nonstandard encryption,

Standary
Input File —_— Plain
Encrypoed
Norntardat ey SO0
Abnormal
Dy Testow Pan
Esrocton Encrypind

Orer contents
-{}, AlML Way: Create a training dataset using encrypted files with and without standard metadata to
: build a ML model that differentiates plain and encrypted content. Use the inference result as an input
o a downstream UEBA engine.
N netskope 1921 € Wetsbope Comfdertisl AN Aghts *wsarved B
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Phishing Website Detection

Problem: Detect and block phishing websites.
Existing Solution: Threat intelligence on URL/domain, Cannot effectively detect newly registered phishing sites.

nput URL
=} L —)
e — e~
= =
Clean
Phishirg
;,3: Al/ML Way: Use deep learning technologies on both URLs and page contents, with a combination of

natural language processing and image classification, to detect both existing and newly registered
phishing websites. Available as an offline automation tool and an inline detection module as well.
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PE Malware Detection in FastScan

Problem: improve PE malware detection efficacy in FastScan.
Existing Solution: Signatures and simple heuristics are used in FastScan. The challenge is false negative rate (FNR).

LSTMw
s vacon |
Versict | P
&_'E‘;"‘“.,m \w<vw x{
UghtGBM Sunpeaan |
'{1/ AIML Way: Using raw file features not requinng expensive axtraction on top of an ensemble model
& of LightGBM and LSTM, we significantly reduced false negative rate with <60 ms inline latency.
&N netskope 7921 € Wersbope Comtdertisl A3 nghts rerarved st

2017 © Netskope. All rights reserved.



Microsoft Office Malware Detection

Problem: Detect malware infected Microsoft Office files.
Existing Solution: Signatures, heuristics and sandboxes. Each has pros and cons on FPR, FNR and Iatency,

aoe o o (25%) Malsous
e - , - .‘.o
.Q.. A v .'. Voam B . . -
@ A 8- vty 8= YR Ky {96%) Claan
| |
m l R (83%) Suspicious
LightGBM Gradient Boosting Decision Troe
-{}, AUML Way: With carefully selected ML features, we are able to detect advanced MS Office malware.
N Read our “You Can Run, But You Canl Hids" series for zero-day and £mole! detection details.
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URL Grouping & Tokenization

Problem: Increase URL filtering coverage by generating signatures from threat URL feeds,
Existing Solution: Theeat researchers manually group URLs and generate signatures based on domain knowledge.
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Q- AIML Way: Use language tokenizer, and K-means and heerarchical clustering to automatically
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URL Filtering
DGA Detection
Problem: Accurately detect DGA domains frequently used by modern malware.
Existing Solution: Heuristic detection of protocol-devel information using signatures,
- i ——
(] ] o] (3 ] [ [ [ [e] [o] [e] [«] [e] [s]
'1/3: AUML Way: Use deep neural network to classify DGA domains. Our LSTM model beats current
£ state-of-the-art. Our FNR is 13.85% on unknown DGA vs 26% of current state-of-the-an.
N netskope 7921 © Netnbape Camtdertisl AN Aghts sesarved L

2017 © Netskope. All rights reserved.



10/31/19

Sandbox Verdict Control

Problem: Determine whether a file is malware based on sandbox detonation results,
Existing Solution: Human defined rules.

3"! (95% ) Madicious
= |
.\IO VI:
(i L (93%) Suspioous
Fio Exvcation Stat Trew Tranaformer Modw
o :
i AlML Way: Train a deep leaming model of transform architecture to automatically generate a
& sandbox verdict without requiring manually defined rules.
A netskope
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Web Content Categorization

Problem: Categorize new websites based on dynamic web page content.
Existing Solution: URL filtering based on threat intelligence of URLS, domains and destination IP addresses.
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o - content. This improves overall categorization accuracy and coverage.

A netskope 1921 © Netnbope Confidentisl AN Aghts resarved

Gambhng
Weapon

6\ AUML Way: Use Natural Language Processing (NLP) to classify web pages based on dynamic
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Encrypted File Detection

Problem: Given a file, determine whether it is encrypted or not. This is useful in detecting DLP evasion.
Existing Solution: Parse file metadata and/or atternpt to encrypl. Challenges are latency and nonstandard encryption,

Standary
Input File —_— Plain
Encrypoed
Norntardat ey SO0
Abnormal
Dy Testow Pan
Esrocton Encrypind

Orer contents
-{}, AlML Way: Create a training dataset using encrypted files with and without standard metadata to
: build a ML model that differentiates plain and encrypted content. Use the inference result as an input
o a downstream UEBA engine.
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:  Bordariess WAN
WAN Access Anomaly Detection

Problem: Create SD-WAN policies based on WAN access performance metrics.
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6 AUML Way: Use statistical modeling to detect WAN access melric anomalies. Adjust policies based
s on the automatically flagged anomalies.
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AlOps
App Classification
Problem: Determine whether a website is a SaaS app or not, at scale.
Existing Solution: Pure manual inspection of crawled web pages 1o determine this is SaaS app or nol.
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f{, AUML Way: Automated workflow using 8 SaaS/non-SaaS ML classifier. Supervised ML gives ~00%
& - accuracy, saving manual inspection effort.
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Cloud Confidence Attribute Retrieval

Problem: Retrieve security related attributes of SaaS apps.
Existing Solution: Manual inspection of relevant texts in the SaaS app web pages.
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'{1/ AUML Way: Automated app attnbute retrieval leveraging ML models trained using past knowledge
i - saves manual inspection effort.
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AlOps
Production Capacity Planning
Problem: Predict the amount of compute and slorage hardware needed for a new customer.
Existing Solution: Manual calcufation using a fixed formula based on the past experience.
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:{3: AlML Way: Event handling consumes the most hardware capacity. Predict daily event volume
&= based on product, seats, customer reglon/country/industry, and then calculate the required capacity.
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App Health Anomaly Detection

Problem: Determine whether a cloud app behaves normally from a SASE vendor point of view,
Existing Solution: Manual monitoring based on a set of preconfigured metrics,
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}{3/-._ AIML Way: Round-trip time (RTT) serves as an important indicator of cloud app health. Detect RTT
B - time series anomalies to find potential cloud app health issues.
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Traffic Pattern Change Detection

Problem: Inline CASB refies on deep API inspection of app traffic to detect app activities and instance |Ds. The
detection may fail if the traffic pattern changes significantly, It's important to detect the traffic pattern changes as soon
as possible and update the detection logic accordingly 1o maintain high detection efficacy.

Existing Solution: Out-of-band automated regression testing

3 AUML Way: Use deep neural network models to detect anomalies in production app activity and
3 instance 1D detection results and discover the lraffic pattern changes based on the anomalies.
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loT Security
loT Device Classification

Problem: Detect the manufacturer, function and OS of loT devices.
Existing Solution: Pre-defined signatures on MAC address, DHCP options, user agents and other information.
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'{1/ AlML Way: Extract layer 2-7 protocol features from network traffic 1o buldd ML model to classify loT
B -5 devices. Combine it with rules generated from knowledge base 1o improve coverage and accuracy.
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loT Security
loT Device |Identification

Problem: Uniquely identify individual loT devices,
Existing Solution: Use MAC address, IP address and network segment. Susceptible to IPIMAC address spoofing.
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;{a ¥ ; AlML Way: Usa RF, location, layer 2-7 network traffic metadata, device classification result and
& deep neural networks to fingerprint loT devices.
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